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RevisionLecture

A0.Introduction,overview.
A1.Safetycriteria.
A2.Hazardanalysis.
A3.Programminglanguagesforwritingsafety-criticalsoftware.

B1.Introduction.
B1.Thelogicalframework.
B3.Datatypes.
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General

•Accordingtomydata,examMonday2/6,14.00,DiningRoomC,Fulton
House.

–Pleasecheck.

•Essentiallyeverythingneededshouldbecontainedinthenotes.
(ForlegalpurposesIreservetherighttodeviatefromthatrule.)

•Iwillcometotheexaminthefirsthalfhour(approx.;incaseyouhave
questions).

•Allthreecourseworksarepreparationfortheexam.
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StructureoftheExam

•3Questions.

•Question1onsoftwareengineeringaspects.

–Somebookwork.
∗Essentially“bullets”inthenotes.
∗Usuallyonly3or4required,noneedtolearnlonglistsbyheart.

–Mainlyapplicationofknowledgeinexamples.

•Question2somegeneralquestionsaboutAgdaandoneverificationof
criticalsoftwareinAgda.
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StructureoftheExam

•Question3formaltreatmentofAgda.

–SimplequestionsaboutAgda.
–Onesimplederivationusingrules.
–SomederivationsinAgda.
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StreamA

•Afewquestionswhichtestconcreteknowledge.

•Mostsoftware-engineeringquestionsrequire

–applicationofyourknowledgetosomethingslightlydifferent(essentially
evaluationoftechniques,methods)

–orsimplecalculations.
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A0:Introduction

•Definitionof“criticalsystem”,“safety-/mission-/business-criticalsystem”.

•Areasofcriticalsystems(onlysome).

•LessonstobelearnedfromÅstatraincrash.

–Some(atleast4;notcompletelist).
–Whatisarootcause?
–Preliminaryevents,initiating/triggerevent,intermediateevents

(ameliorating,propagating).
–Twoaspectsofsafetycriticalsystems(softwareengineeringvs.tools

forwritingsafetycriticalsoftware).
∗Whatisthesystemaspectofsafetycriticalsystems?

•Toolsforwritingcorrectsoftware:differentlevelsofrigour.

CriticalSystems,CS411,Lentterm2003,RevisionLectureRev-6



(C)AntonSetzer2003(exceptforpictures)

A1:SafetyCriteria

•Requirementsdocument.

–Whatisarequirementsdocument?
–Functional/nonfunctionalrequirements;

functionalsafetyrequirements/nonfunctionalsafetyrequirements;
contextofoperation.

–Hazard,accidents,incidents/nearmisses.
∗Definitions.

–Risk.
∗Definition,calculation.
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GeneralSystemRequirements

•DimensionsofDependability.

–Reliability,availability,maintainability,systemintegrity,systemrecovery,
safety,security,dataintegrity.

–Noneedtolearnthislist.

•Definitionsofthenotions(reliability,availability,failsafestateetc.)

•Calculationofreliability,availability,comparisonofthetwo,unavailability.

•Meantimetorepair,meantimetofailure,meantimebetweenfailures.
Calculations.

•Notionsintheareaofsecurity(exposure,vulnerability,attack,threat,
control,survivability).
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IdentificationofSafetyRequirements,
SafetyCase

•Classificationofhazards(w.r.t.what).

•Riskreduction
(Designouthazard;safetydevices;interlocks;warningsigns;management
techniques)

•Safetycase(Definition).

•Whystandards?
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A2HazardAnalysis

•Whichtechniques?

–FMEA,FMECA,HAZOP,ETA,FTA.

•FMEA.

–Limitations.
–ProcessofFMEA(outline).

•FMECA.

–FMEA+calculation/estimationof
probabilityofoccurrence,probabilityofconsequences,criticality.

–Product=measurefortherisk.
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HazardAnalysis(Cont.)

•HAZOP.

–Outline.
–Examplesofguidewords.
∗Generaluseanduseforcomputerbasedsystems.
∗Someexampleofguidewordsspecificforcomputerbasedsystems

·(Early,late,before,after).

•ETA.

–Howdoesitwork?
–Example(includingcalculationofprobabilities).
–Problems(becomestoobig)
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HazardAnalysis(Cont.)

•FTA.

–Howdoesitwork?
–Examples(howtodrawacircuit).
–Nocutsets.
–DifferenceFTA,ETA

(ETAstartswithfaultsanddeterminesresultingaccidents(events),
FTAstartswithaccidentsanddeterminesfaultsresultinginthatevent
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A3ProgrammingLanguages

forWritingSafety-CriticalSoftware

•Criteriaforchoiceofprogramminglanguagesforcriticalsystems;
comparisonoflanguages.

–Whichfactorsmakelanguagessuitable/unsuitableforwritingcritical
software?

–Whydoesonenotinventnewprogramminglanguages,butinstead
introducessubsetsofexistingones?

•Commonreasonsforprogrammingerrors.

–Overview.
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Ada

•WhywasAdadeveloped?

•WhyisAdausedincriticalsystems?

–Comingfromdepartmentofdefense.
–Highportionofsafetycriticalsystemsiscomingfromdefenseindustry.
–Adaaswellspeciallydesignedforsuchpurposes(e.g.realtimesystems)
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SPARKAda

•Basicprinciple.(SubsetofAda;compileswithAdacompilers;annotations
whichareverifiedbytheSPARKAdatools).

•What’scheckedbyadataflowanalysis?

–Input/outputbehaviourofparameters,initializationofvariables;
inputparametersareusedandoutputparametersarechanged.

•What’sachievedbyainformationflowanalysis?

–Userspecifiesinterdependenciesofvariables.Thesearechecked.

•Whatisthebasisforverificationconditions?

–Onlynecessarytoknow:Pre-andpost-conditionsinprocedures.
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StreamB

•Mainpartofthelecture.

•Afewquestionswhichtestconcreteknowledge.

•Mostquestionsabouttypetheoryrequire

–derivationsusingrules(1subquestion)
–derivationsinAgda(mainpartofquestion2/3),
–modellingofcriticalsystems.
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StreamB(Cont.)

•Similartowhatwasdoneinthelectureandincoursework.

•UnderstandingofbasicAgdasyntax(minorsyntacticerrorswillnotbe
penalized,aslongasitisclearthatwiththehelpofamachineonewould
obtainasyntacticallycorrectproof).

•Simplifiedexamples,sincenocomputersavailable.
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B1Introduction

•4Principalapproachesforwritingverifiedsoftware.

•Conceptofatype.

–Advantagesoftyped,ofuntypedlanguages.
–Whyaretypesgoodforwritingcorrectsoftware?

•Examplesoftypesinotherlanguages

–Scalartypes(eg.Booleans,Integers).
–Simplecompoundtypes(records,arrays).
–Functiontypes,inductivedatatypes.
–Interfaces.
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B1Introduction(Cont.)

•4kindsofjudgementsindependenttypetheory:

–A:Type,A=B:Type,a:A,a=b:A.
–OnlyA:Type,a:AarevisibleinAgda.

•Examplesofdependenttypesinprogramming.

–Templates(eg.inC++)ie.parametrictypes.
–Matrixmultiplication.
–Predicates.
–Dependentgrammarsinlinguistics.
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B1Introduction(Cont.)

•SimpleDerivationsusingrules.

•Basictypes(functiontypeandproduct)–morehowtousethemrather
thantolearnlotsofdetails.
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B2TheLogicalFramework.

•4kindsofrules(formation,introduction,elimination,equality).

•Constructorsandcanonicalelements.

•Dependentfunctiontype,dependentproduct.(Basicrulesandhowto
usetheminAgda).

•letexpressions.

•Presuppositions.

•Structuralrules(foruseinderivations).

•NotionofSetvs.Type(howtouseSet,Type).
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B3DataTypes

•Basicdatatypes(Booleans,finitesets,disjointunion,Σ-set,natural
numbers,vectorsoflengthn,lists).

–Universesandalgebraicdatatypesnottreatedinthislecture.

•Modellingofthetrafficlightexample.

•Atomicformulae.atom.

•Howtorepresentotherformulaeintypetheory.
E.g.∀x:N.Abecomes(x:N)→A.

–Nodetailsaboutconstructivelogic.
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B3DataTypes(Cont.)

•DerivationsinthecontextofN.(Definitionof==,<;simpleproofs).

•Terminationchecker(whatcanitdo?whatarethelimitations?).

•Verificationofacircuit(Coursework3).
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