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Outline of this Lecture Series

e 2006/11/24: Introduction, Definitions, Examples

e 2006/11/25-1: Functional testing

e 2006/11/25-2: Structural testing

e 2006/11/26-1: Model-based test generation

e 2006/11/26-2: Specification-based test generation

e Next week: Your turn!



Outline of This Lecture

® Test generation from Finite State Machines
® Test generation from UML StateCharts
® Test generation from Timed Automata



Description of Systems

® Finite automata have been known since the 1960’s

= Moore / Mealy: used to describe relations between words
(input sequence Is transformed into output sequence)

= Rabin / Scott: used to describe sets of words (accepting /
non-accepting states)
® Can be used to describe the control flow of any
system

= states are (equivalence classes of) configurations of the
SUT

= transitions are actions (external or internal) changing the
state



Labelled Transition Systems

* “finite automaton without accepting states”
e formally: (S,L,T,sy)
= S: finite or countable nonempty set of states
= L: finite set of labels, t¢L
= transition relation T< S x (L U {t}) x S
= S, Initial state
e Run=finite sequence {(SilSi.1)i.n}. Where s, Is the
initial state and (sls.,.;) € T
® Trace = sequence of observable actions (labels=t) of
arun

® Undirected communication! Actions just “happen”!



up up
dn T up

® can be switched up and down
* may Internally switch off
e cf. windshield wiper example



Test Generation

Code Generator |
Tl

Test Driver
/ Evaluator

é Test Generator _’ /

Remarks:

® ecach “box” can be manual or automated
* |f everything is automated, only the tools are tested

Requirements:

e SUT must accept inputs from test driver
e SUT must provide recognisable outputs for test driver

e SUT must be resettable by test driver
e SUT must be deterministic



Conformance

e Given an LTS, what does it mean that an
Implementation is “correct” with respect to this
model?

= same structure? same states? same state classes?
= same behaviour? same observable behaviour?

= same choices? fewer choices? more choices?

= same timing? more specific timing?

* Fault model (extra/missing state, unexpected output,
guiescence, ...)

e Conformance notions (Tretmans)



Trace Refinement

® Observable behaviour: set of sequences of visible
actions of the SUT

® Traces (P) = set of observable behaviours of process
P

® /mp <; Spec gdw. Traces(/mp) < Traces(Spec)

pre-order (transitive, reflexive)
=» minimal element is the empty trace

=>» comparable to language inclusion in finite
automata theory



® Test case = trace
® Test suite = set of traces

® Test execution of trace o for /mp and Spec:
= o ¢ Traces(/mp) =>» pass
= o e Traces(/mp) N Traces(Spec) =» pass
= fail, else

* Verdict of a test suite is the conjunction of individual verdicts

® Complete test suite: set of all traces over the alphabet
e /mp < Spec iff complete test suite passes

® not feasible, thus additional hypotheses (length of traces,
number of certain actions etc.)



Fallures

* Failure = (o, A), where o is a sequence of observable actions,
A Is a set of actions

® Failures(P) = set of failures (o, A), such that there is an
execution of P where o can be observed, and afterwards no
action from A is activated
(P after o refuses A)

® |in automata: ,nhon-transitions*
e /mp <¢ Spec iff Failures(/mp) < Failures(Spec)

® also a partial order

* finer than trace-Refinement:
Imp < Spec 2> Imp < Spec



Fallure Refinement

® /mp <g Spec iff Faillures(/mp) < Failures(Spec)
° /mp <e Spec iff (Imp after o refuses A) implies
(Spec after o refuses A)

= /mp may only refuse those actions which are also refused
by Spec

= /mp may only perform those actions which are allowed by
Spec

= /mp has ,less deadlocks" than Spec
* Refinement with respect to this relation

= transformational development
= correctness proofs



Testing of Fallure Refinement

® Test suite T = set of failures (o, A)

e Complete test suite = set of all failures for a set of

observable events
* Verdict of a test (o, A) with respect to /mp and Spec

* & ¢ Traces(Imp) =» pass

* (0,a) € Traces(Imp) for some a € A =» pass

* (0,A) € Failures(Imp) m Failures(Spec) = pass

= fall, else
® Verdict of a test suite: all test cases pass
® Test of an implementation Imp

Imp < Spec iff complete test suite passes

(under certain side-conditions)



Conformance

but — but

L

conf

* /mp conf Spec iff for all o In Traces(Spec).
(/mp after o refuses A) = (Spec after o refuses A)

= for action sequences of the specification same as <¢

= /mp may implement ,,additional functionaliy*

= weaker than < (l.e. /mp <¢ Spec - Imp conf Spec)
e conformance testing similar as with failure-

refinement-testing

* widely used as a correctness criterion



|OCO

e Taking also Inputs and outputs into consideration
e All inputs are always enabled

e out(P after o)={a! | P may execute o and then
output al!}

e /mpioco Spec iff for all o In Traces(Spec):
(out(/mp after o) < out(Spec after o)

® |dea

= /mpis more deterministic than Spec with respect to
specified inputs

= /mp may implement additional functionality for unspecified
Inputs



Implementation: TGV

e TGV “Test Generation with Verification”

* Conformance testing for reactive systems,
black box test

e Automated test generation from LTS, 10CO
® |Interaction via PCOs

* \erdict
= faill: a non-conformance was observed
= pass: trace could be executed In the SUT
= [nconc: else



® A testing purpose in TGV is a “small” LTS with
additional transitions ACCEPT, REFUSE

® TGV builds the cartesian product of spec and
testing purpose

® Test generation: determinisation of LTS and
TP, enumeration of traces



UML StateCharts

® can be seen as LTS with

= hierarchy
= parallelism
* Inheritance

; ™
CVM
OFF
£1: power-on et
Jlight-on Ilight-off
| ON | m:=0 &
COFFEE B
' ta: coffee[m>0]
/ start;dec
‘ IDLE | sBusy |
t4: donefstop
MONEY te: incfm<10]/m:=m+1
tg: éncf-m::l
‘ EMPTY NOTEMPTY
ta: decim=1]/m:=0
t7: decfm>1]/m:=m—1
N S
L S




Parallelism

* What is the meaning of parallelism in the
specification?
= structural: must be implemented in parallel
= engineering: may be implemented in any order

= pragmatic: will be implemented according to the
tool’s scheduling strategy



Test Generation from StateCharts

e ATG (Yautomated test generator”): Add-on to the
UML-tool Rhapsody by ILogix / IBM

® First, the model is translated into C++ by the
Rhapsody code generator

® Then, inputs and outputs to the model / SUT are
identified
® Then, ATG constructs test cases from the generated
code according to certain coverage goals
= all states
= all transitions
= MC/DC




A “Real-Life” Example

hapsody in C++ by I-Logix Inc. - [Statechart of : Host]

U
a1 U Ny

E &
Lyypist

Eﬁile Edit Wiew Code Layout Tools ‘Window Help

=1& x|

EELREETICHIELY kY

|la aBo®EEFE = 2 ||l e a el o

IEX

memwilE s S|=oEHeE e v i s

tecwsaq| |

o

=

REET Iriihos |G E_CRC = paams- Hos LG E_CRC;
2 Bime sl = pawams-= Hos Mimecul;

CE_CRC = paams-=G E_GAG;

D _Imeoul = pamams-=in_imeol;

(oo s
] eyt I

SENHOET_L1_2);

R_gore = 1;
SENCHOET_IL1_E);
=l_kgulebl|= Ye_kgolenll;
CENHOST__11_8);

_=erd_APP_serdidats. P )q WR_core_re 0A_Req x0A_Req Sy

Req_Sa 0;
GE_CRG [] 10_Imecul || E-6-RE e Ry
_Fue 1
e == 1 HOET_Imecuidat_Fy = O;
bl = tloc_kgolebl; g e
-1 _Fu = 1;

SEN(HOST_serd_AFP_serdidat_P oo _lcgolehl|achse_Fv,R_core_re0n_
GENHOST_I2_3);

el e e _ack 3

DA
DASEN(HD!

OB+ ER0 .00 |8/ /0|7

4

bEr = param s-=ramber;
fRcBlmd_GRE: = pErEms A

040 = pEms=0A_G;

achake_FU_C = paam:-<achae_Fv_G;

[ = O; Flia=hog = params-> Fif_3 :
= ENfrRE T i

3 SE R = paramd-o: AG_talty
| =L 2 ke o1 s e
SR
oo d G e R
T e
[elze e SR ik b P M
DEAHOST LS T

rEcElEd_C A = pavams-s)

{EENHOST_serd_AF P_serd{i}
CENHOST_LS &) !

B b

[irecehed_kaglebl| == 1oi_kgpleb| ) B2 fecziued foore_re_R == A_core_reiftes LG E_NS
\1m; [ e[| cTmE_Fy_C || dedcz_dU{  GEN(HOET,
Fu_achoked_5 - f;

elsef
Fu_acluvefaf milissge_S
¥

le_Fu_c || deuz_gad

eyos BR8]
BchiEe_Fi
CECEGan"FY -0
dam Py = 1;
achmk_Fu - 0;

loca_guie glebi;
o  Ifixmn ETTTZIGE
GENHOET_Ls 5T 1

P R = TR O F;
SENHOST_IT_8);

E Animated A, E Host

|ﬂ TestSetup

For Help, press F1

GEMODE | [Thu, 23, Mov 2006 [12:03 PM 2

® A safety protocol for industrial automation



Real Time

® Real Time concepts in UML (-state diagrams)
(a) after (time) as a trigger
(b) absolute time point (after start) as a trigger

e |nformal semantics

(a) transition will be executed t time units after becoming
active

(b) transition will be executed at the given time point

after (5 ms) / Aktivitat (Z

L ustand 2}

[Zustand 1}

e Often, this is not sufficient
= no minimal / maximal waiting times
= no possibility of using several clocks



Timed Automata

e Extension of LTS by clocks
= All clocks are constantly running (no stopwatches)
= All clocks run at the same speed (perfect clocks, t'=1)
= Clocks can be reset by transitions
= Clocks can influence the switching of transitions

e One clock x.

e No invariant at sl1, so the system may stay
arbitrarily long in s1.

e When transitioning to s2 by a the clock will
be reset to 0.

e In s2 the clock is running.

e After at least 1 time unit the transition to s is
possible, after at most 2 time units it must
happen.




Example

® Double-click switch
= Click on, click off
= After clicking twice fastly in a row, it becomes brigther

e Additional requirement
= after at most 300 ms turn darker again

More about timed automata: Rajeev Alur, Tom Henzinger
R. Alur and T.A. Henzinger. Real-time logics: complexity and expressiveness. /nformation and

Computation 104(1):35-77, 1993
R. Alur and D.L. Dill. A theory of timed automata. 7heoretical Computer Science 126:183-235, 1994

http://www.cis.upenn.edu/~alur/Talks/sfm-rt-04.ppt



Formal Definition

e Assume a set X of time variables. A timed conaition is a
Boolean combination of formulas of the kind x<c, x<c
(where c Is any rational number)

* A timed automaton is a tupel consisting of

a finite set L of /ocations

a subset L, of /nitial locations

a finite alphabet X of events

a finite set = of clocks (clock-variables)

An /nvariant Inv(s) for every location (timed condition, optional)

a finite set E of transitions consisting of
- source, target
- event from the alphabet (optional)
- timed condition (optional)
- set of clocks to be reset (optional)



. . ¥
Semantics of Timed Automata

® Each timed automaton is assigned an infinite LTS:

= states: (I, v) where | is a location and v is an assignment
of clocks with real numbers which satisfies Inv(l)

= Initial state: (l,,(0,...,0))
= transitions

- control transition: (I,v) —a—>(I",v") if a transition (l,a,g,r,I”) exists
such that v satisfies g and v” =v[r:=0]

- time transition: (I,v) —d—>(1",v") if ' =l and v =v+d and both v
and v~ satisfy Inv(l)

e Each path through the transition system is an
execution of the timed automaton
= control and time transitions strictly alternating
= semantics = set of (infinite) executions, non-Zeno

+,



Determinism

e Attention: if e.g. the conditions are inconsistent, the
set of executions may be empty

e Additional requirements to take care of such
situations

= the timed conditions are mutually inconsistent (at least
those for the same event)

= they sum up to true, i.e. the disjunction of all timed
conditions is a tautology
e Often combined with other determinism
requirements, e.g. input enabledness



Extensions of Timed Automata

® |nput / Output — Timed Automata
= partitioning of X in inputs (i?), outputs (o!), and internal events

= each transition can be labelled by an input or an internal event, and at
the same time by several outputs

e Additional variables v,...,v, with finite domains W,...,W,
= |ocation = (place, values (wg,...,w,))

e Parallel and hierarchical automata
= similar to StateCharts
= ysual automata product semantics (interleaving)
= only for convenience in modelling



Test Generation from TA

2 2 : :
_;-@ u ﬁ ) gives rise to the

g

infinite transition system:

=20

v

r—=2 =21 T = x =27

® Which one to choose?
(Random choice might result in ,,bad coverage®)

* \Wanted: a strategy which covers all behaviours



ldea: Equivalence Classes

e Partition the infinite state space into finitely many ,regions*
such that all regions are behaviorally ,similar”

® cover the region graph with untimed methods



Quotients of Automata

* Recall the definition of the quotient
automaton of a finite automaton with respect
to a partitioning of the state space

= abstraction of certain variables

- smaller domains
e.g. Int=>{-maxint,...,-1},{0},{1,...,maxint}

- elimination of variables (unit domain)

= states In the quotient automaton are equivalence
classes of states in the original automaton

= this Is a coarsening of the specification, the set of
executions becomes larger



Quotients of Timed Automata

e With timed automata

= abstraction of clock variables: the language of the untimed

automaton strictly encompasses the language of the
respective timed automaton

= maybe too coarse (why did we introduce time after all?)

aa b x:C;OBx}blo

® Two quotient constructions have been proposed
= Region equivalence
= Zone equivalence



Regions

* Finite partitioning of the state space

y | Definition region equivalence:
Let ¢, be the largest constant
occurring in the automaton.

v uiff
2 * the integral part of all clock
valuations is equal or both >c,.
* the fractional part is both =0 or

1 ' both >0
){ + if X<C 0 and y<c, . are clocks,
- then (x<y inv iff x<y inu)

A region (equivalence class)




Zones

® Finite set of inequalities
* All possible <-relations between all clock variables

Definition:

w=w iff
w and w' satisfy the same inequalities
X <C X =C, X/‘-X‘/(C/ X,--XJ--'C
where x;, X;are clocks and c<c, is
some constant

*® |t is sufficient to check this condition for linear
combinations of variables (c=k,*c,+...+k *c,)



Finiteness of the State Space

® The relations = have a finite index

= |.e. there are only finitely many regchable regions / zones
= |.e. the region/zone graph is finite

® Proof idea (regions)

= follows from the definition of =;: there are only finitely many integral
parts <c,,, and finitely many comparisons of fractional parts

® Proof idea (zones)

with finitely many rational numbers there are only finitely many linear
combinations smaller than a given bound

each timed automaton contains only finitely many constants
thus there are only finitely many conditions of the mentioned form



/r[y::(i] 2 3 x Successor regions, Succ(r)
Reset region

* Theorem: the region graph satisfies the same safety
properties a the original timed automaton

= thus, a complete test suite for the region graph will
uncover all safety errors in the timed automaton



Example
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e #Regions depends on #Locations, #Constants, #Clocks
® |.A. exponential in the number of clocks and the number and
size of constants (PSPACE-complete)



UppAal, Kronos, Rabbit...

® Tools for the construction of the region graph
= animated simulation
= temporal verification
= test generation (UppAal)

® different internal representations
= sets of inequalities
= binary decision diagrams (BDDs)
= difference bound matrices (DBMSs)

http://www.cs.auc.dk/~kgl/ARTES/sld041.htm

--- Presentation UPPAAL ? ---
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